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SECTION 01

Cybersecurity
Challenges
in West Africa

The Threat Landscape — Data, Incidents & Root Causes

& West Africa Cyber Attack Map

Documented cyber incidents across West Africa — 2024 10 2026 | Sources: INTERPOL, NETSCOUT, Recorded Future, CSA Ghana

ISRAEL

THREAT TYPE

@ Ransomware / Data Breach
@ DDos + Law Enforcement
MAUZITANIA @ Aviation Infrastructure

@ DDoS Surge (extreme)
@ Fraud Network Takedown

@ High-Volume DDoS

REGIGNAL KEY FIGURES

$3B+
308+

losses 2019-2025 (INTERPOL)

of crimes are cyber-related

1,005 arrests — Op. Serengeti
574
19.5M

arrests — Op. Sentinel

citizens at risk — Senegal

208GB stolen — Air Céte dlvoire



THREAT LANDSCAPE

West Africa Cybersecurity

2024 - 2026 | Data: INTERPOL - NETSCOUT - Recorded Future - Kaspersky

@® $3B+ ® :3,000%

@® 1,006

30%+

Total losses 2019-2025 Rise in scam notifications Arrests — Op. Serengeti Crimes that are cyber
INTERPOL Kaspersky 2024 INTERPOL 2024 W. & E. Africa
DDoS ATTACKS ATTACK TYPES
Volume by country — H1 & H2 2024 West Africa 2024 — by incident category
Ransomware & Data Breach _ 38%
DDoS Attacks 29%
BEC & Financial Fraud — 18%
ngerla _ 2,721 Social Engineering - 9%
Al-Powered / Deeptake - o
Ransomware Fraud Network Data Stolen
N o Detections Takedowns Air Cote d'lvoire
Cote d'lvoire _ 1,598
beria 3,459 574 208 GB
) Nigeria 2024 Arrests — Op. Sentinel 2025 INC Ransomware
Mali l 115 I\ Mali x14 surge (H2: 1,637) INTERPOL / Trend Micro INTERPOL Feb 2026

. Ransomware

38% of attacks

. DDoS . BEC Fraud

13,622 incidents S7M+ stolen

Scams

1,811 victims Senegal

Cybercrime

1,006 arrested



Additional High-Risk Sectors

Most Targeted
SeCtO ) in Energy & Utilities

° Power grids & utilities targeted for disruption. Critical infrastructure attacks surge across the Sahel.
West Africa

@ Education
Financial Services

Universities targeted for research data & bulk student personal information.

Fintech, banks, mobile money

hubs. Direct link to cash.

asqF us
2% Healthcare
Government

. Patient records = high-value. Ransomware halts critical services, endangers lives.
Data, critical systems,

national infrastructure.

Telecommunications [t2 E-Commerce & Retail

High-volume DDOoS targets. Rapid growth of online trade without security investment creates easy targets.

ISPs & wireless carriers.




Recent Incidents
in Focus Jan 2026

Senegal biometric
database breached

Case studies from 2024-2026 - real attacks, real impact

Feb 2026

Air Cote d'lvoire
ransomware attack

2024-2025

Nigeria, Ghana, Mali
major incidents
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What Was Stolen — and Why It's Catastrophic

Nation's Biometric
Database Breached

Biometric Data

Fingerprints, facial patterns, iris scans.
Unlike passwords — CANNOT be changed once stolen.
Creates permanent risk of identity fraud for life.

National ID Records

Data from all ID cards, passports & residency permits
managed by DAF (Directorate of File Automation) —

citizens at risk — nearly full adult population entire national identity infrastructure compromised.

Electoral Data

Voter registration records linked to biometric IDs.
Risk of election manipulation and political
intelligence gathering by hostile actors.

data stolen & leaked on Dark Web

Immigration Documents

at DAF breached simultaneously Entry/exit records, alien residency data.

Sensitive cross-border movement intelligence
for every person registered in Senegal.

Attacker: Green Blood Group (new RaaS gang) ¢ Also targeted Egypt e Double-extortion model (encrypt + leak)
Source: The Record / Recorded Future — Feb 2026 ¢ INCYBER News — Feb 2026




What Was Compromised — and Why It Matters

National Airline
Hit by Ransomware

Passenger PII

Full passenger records: personal identification,
travel history, booking data and payment references.
Thousands of travellers' data exposed on dark web.

Crew & Employee Records

Staff personal data, crew schedules, contracts.
Sensitive operational data enabling social engineering

data stolen — passengers, crew, employees and targeted attacks on airline personnel.

INC Ransomware Gang

Previously targeted Pennsylvania AG, Panama Government,
and Hungary Government in high-profile attacks.
Leak deadline issued: February 24, 2026.

of data stolen

Critical Infrastructure Risk

worldwide attacks linked to INC Ransomware Attack on national flag carrier: aviation sector is now

a prime target across West Africa.
Authorities notified: ANSSI-CI, ARTCI, CI-CERT, PLCC.

Attacker: INC Ransomware (active since 2023) e Air France partial owner e Business continuity plan activated
Source: The Record / Recorded Future — Feb 2026 ¢ INCYBER News — Feb 2026




Attack Breakdown — Africa's Largest Fintech Under Fire

Flutterwave
S7M Fintech Heist

The Heist Mechanism

Attackers exploited Flutterwave's payment API infrastructure.
Funds moved instantly across multiple Nigerian banks,
then converted to crypto before detection.

National Bureau of Statistics Hack

Nigeria's official statistics agency website defaced
in December 2024 — 'Page Hacked' message posted.

stolen via multi-bank routing chain Government data integrity and public trust threatened.

Black Axe Crime Network

INTERPOL identifies Nigeria as primary hub for BEC fraud.
Black Axe syndicate coordinates romance scams, invoice
fraud and CEO impersonation across West Africa.

moved through layered Nigerian bank accounts

Scale of the Problem

fraud increase at Access Bank — 2024 vs 2023 3,459 ransomware detections in 2024 (INTERPOL/Trend Micro).

Nigeria ranks 3rd in Africa for ransomware exposure.
Babatunde Ayeni sentenced in US for $20M BEC fraud.

Sources: Recorded Future / The Record — Apr 2024 ¢ INTERPOL Africa Cyberthreat Assessment 2025 e Access Bank Annual Report 2024




The Cost of Inaction

What happens when West African organizations ignore cybersecurity?

10% S3B+

of Africa's GDP lost in losses 2019-2025
to cyberattacks annually across the continent
(UN Economic Commission) (INTERPOL 2025)

Impact Beyond Finance

[

Reputational Damage Service Disruption
Loss of customer trust — Government, health, utilities
permanent in digital era offline for days/weeks

3,459

ransomware detections
in Nigeria alone in 2024
(INTERPOL / Trend Micro)

2

Data Exposure

Personal records of citizens &
employees sold/leaked

iy
Regulatory Fines

NDPR, ECOWAS frameworks —
non-compliance penalties

72%

increase in fraud
at Access Bank Nigeria
in 2024 vs 2023

L 4

Investor Confidence

Cyber incidents deter FDI in
Africa's digital economy

The question is no longer IF your organization will be attacked — but WHEN. The solution exists. It's open-source. It's free. It's Wazuh.



Key Challenges Facing Organizations

[ J
Cybe rsec U rlty @ Limited Security Budgets
° Most SMEs and public sector organizations in West Africa cannot afford enterprise-grade security tools.
Challenges in
o
We St Afrlca @ Shortage of Skilled Talent

A critical lack of trained cybersecurity professionals leaves systems exposed and unmonitored.

40% @ Expanding Attack Surface

Rise in cyber incidents Rapid digitalization and cloud adoption without matching security investment creates new vulnerabilities.

across West Africa (2023)

$3 B+ @ Compliance Pressures

Annual economic loss Growing regulatory requirements (NDPR, ECOWAS policies) demand security controls many lack.

from cybercrime in Africa

72% @ Targeted Ransomware & BEC

Organizations lack Organized criminal groups increasingly target African financial institutions, telecoms, and government.

dedicated security teams
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SECTION 02

Why Open-Source

Security with

Wazuh Works Best

Free. Transparent. Flexible. Built for the realities of West Africa.

%/ wazuh.com/platform/overview

%/ wazuh.com black box. Full source visibility.

= W. Vulnerability Detection

Dashboard Events

cluster.name:wazuh ~ + Add filter

Alerts evolution - Top 5 agents

10,000

12:00

Security alerts
Time v

> Aug 11, 2020 @ 10:13:49.493

> Aug 10, @ 05:28:52.926

> Aug 10, 0 02:43:12.825

HIIIII.IIII

Total

226415

15:.00

agent.name rule.mitre.id

Windows

Amazon

Debian

Level 12 or above alerts

49

21 00:0C

rule.mitre.tactic

Defense Evasion, Execution
Credential Access

Initial Access

(9) Explore agent
KQL v r ow dates

Authentication failure tication success

1

Top Mitre ATT&K tactics

J 00

rule.description rule.level

Signed Script Proxy Execution: C:\Windows\System32\svchost.exe

sshd: Attempt to login using a non-existent user

Apache: Attempt to access forbidden directory index.

@ wazuh

[2) Generate report

) Refresh

rule.id



https://wazuh.com/platform/overview/
https://wazuh.com/

Transparency & Flexibility — Built In, Not Bolted On.

With Wazuh, you control everything. With commercial black-box tools, you trust everything.

v’ Open Source — Wazuh X Closed Source — Black Box

v/ Full visibility into every detection rule, every alert, and every action X No visibility into how threats are detected or how your data is
taken handled

v You know exactly how your data is processed — no hidden logic X Hidden logic — you must trust the vendor's decisions without being

v Flexible — customise rules, dashboards and integrations for your able to verify them
specific environment X Rigid — limited ability to customise or adapt to regional threat

v/ Data sovereignty — your logs and events stay on your infrastructure environments

v No vendor lock-in — community-driven, auditable, and free forever @ X Your data may be processed on vendor infrastructure — raising

sovereignty concerns

X Vendor lock-in — switching costs can trap organisations for years

With Wazuh, open source is not a limitation — it is the strategic advantage.

Source: github.com/wazuh/wazuh | wazuh.com/platform/overview/ | OSI Open Source Definition
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The Most Widely Adopted
Open-Source Security Platform
\\\/. Wazuh

"An open-source cybersecurity platform 15M+ 30M+
that brings together SIEM and XDR
capabilities in a unified solution.”

Protected endpoints Downloads per year

-- wazuh.com/platform/overview/ 100+ $O

Thousand Enterprise users Licensing cost

m Security Information & Event Management forever free
Collects, correlates and alerts on security events across all systems in real = -

time

Unified Platform

- One agent. One manager. One dashboard.

Endpoints + Cloud + Network -- all in one open platform.

m Extended Detection & Response
Unified threat detection, investigation and response across endpoints, Get started free -> wazuh.com/install/

X Closed Source (Black Box): Hidden logic. No visibility into how your data is processed or
decisions are made.

v Open Source (Wazuh): Full visibility. You see every rule, every alert, every decision.

>> wazuh.com/platform/overview/ -- Official Definition >> documentation.wazuh.com -- Getting Started



https://wazuh.com/platform/overview/
https://wazuh.com/platform/overview/
https://wazuh.com/install/
https://wazuh.com/platform/overview/
https://documentation.wazuh.com/current/getting-started/index.html

THE SECURITY BUDGET PROBLEM

Proprietary Security is Out of Reach for Most West African Orgs

Enterprise SIEM & EDR tools cost S50K—-5500K/year — pricing most governments, banks and SMEs out of protection

ANNUAL SECURITY TOOL COSTS THE PROTECTION GAP IN WEST AFRICA

Splunk Enterprise SIEM $150K — $500K

of public-sector orgs have no SIEM
49%

WEF 2025: cybersecurity talent crisis hitting
public institutions hardest across Africa

IBM QRadar S80K — $300K

CrowdStrike Falcon S50K — $200K

670/ of SMEs have zero dedicated security budget
(1)

World Bank: most African SMEs cannot afford
enterprise tools — leaving networks unprotected

Microsoft Sentinel

$40K — $150K

of citizens have no confidence in their
Wazuh (Open-Source) 36%

government's ability to handle cyber incidents

WEF 2025: confidence gap vs 15% in Europe —
result of repeated breaches with no response

FREE —

1 certified security professional per
< 10,000 internet users in West Africa

Skills gap means even when tools are bought,
there is no one to configure or monitor them

%’ WEF Global Cybersecurity Outlook 2025 4/ World Bank: Digital Africa %/ Splunk / IBM pricing data 2024



https://www.weforum.org/publications/global-cybersecurity-outlook-2025/
https://www.worldbank.org/en/topic/digitaldevelopment/brief/digital-africa
https://www.gartner.com/reviews/market/security-information-event-management

WAZUH CAPABILITIES

One Platform. Everything You Need.

Everything included. No add-ons. No hidden costs. Enterprise-grade security at zero licensing cost — one platform, all capabilities.

SIEM & Log Threat Detection Vulnerability
Management & Response Detection
» Gathers & connects security events from all your systems » 2,000+ attack scenarios covered out of the box (MITRE » Finds unpatched weaknesses before attackers do
ATT&CK) » Scores risks by severity — focus on what matters most

» Instant alerts when something looks wrong

R . o .
» Keeps a searchable history for investigations Automatically blocks threats — no manual action needed » Tells you which vulnerabilities to fix first

» Customisable for local and regional threat patterns

Compliance & Cloud & Container File Integrity &

Audit Security Intrusion Detection
» PCI-DSS, HIPAA, GDPR, ISO 27001 » Monitors cloud environments (AWS, Azure, GCP) » Alerts on any unexpected change to critical files or
» NDPR (Nigeria), ECOWAS & regional regulatory » Secures containerised applications in real time settings
frameworks > Catches cloud misconfigurations before they cause > Detects hidden malware and rootkits on each device
» Ready-to-use compliance reports — audit-ready at any breaches > Flags policy violations the moment they happen
time

%/ wazuh.com/platform/overview/ — Use cases %/ documentation.wazuh.com/capabilities 4/ github.com/wazuh/wazuh



https://wazuh.com/platform/overview/
https://documentation.wazuh.com/current/user-manual/capabilities/index.html
https://github.com/wazuh/wazuh

WAZUH vs PROPRIETARY SIEM

Wazuh Delivers More — for Less

Side-by-side capability comparison against leading enterprise SIEM solutions

FEATURE / CAPABILITY Wazuh (Open-Source) Proprietary SIEM

S50K — $500K / year

Licensing Cost Free forever

Log Management & SIEM Full — unlimited Full — metered/licensed

Threat Detection (MITRE ATT&CK) 2,000+ built-in rules Rules sold separately

EDR / Active Response Built-in Requires add-on module

Vulnerability Management Built-in (NVD/CVSS) Paid add-on

Compliance Reporting (PCl, HIPAA...) Automated dashboards Available (complex setup)

Cloud Security (AWS/Azure/GCP) Native integrations Native but costly

Offline / Air-gapped Deployment Full support Limited or unavailable

Community & Free Support Large global community Paid support only

Data Sovereignty / On-premise 100% on-premise OK Cloud-only or hybrid

Deployment in Low-resource Envs Lightweight agents Heavy infrastructure needed

%/ wazuh.com — Platform Overview %/ Gartner SIEM Market Guide 2024 %/ wazuh.com/install — Free forever



https://wazuh.com/platform/overview/
https://www.gartner.com/en/documents/4227699
https://wazuh.com/install/

WAZUH FIT FOR WEST AFRICA

Built for Constraints.
Designed for Scale.

Wazuh was engineered for real-world

operational realities — not ideal ones. Each advantage
maps directly to a sector: Finance, Healthcare,
Government, Telecom and beyond.

Free

No license fees —
critical for budget-constrained orgs

Full air-gapped deployment
— no cloud dependency required

From 1 agent to 100,000+
without cost per node

Why Wazuh Fits West Africa's Reality

Six critical advantages for the region

¢ No Licensing Cost

Eliminates the #1 barrier — any org can deploy
regardless of budget size.

1l Compliance Ready

Covers NDPR, ECOWAS, PCI-DSS and ISO 27001
with automated reporting.

& Multilingual Community

French, English, and Portuguese support — fits
West African contexts.

% Low Skill Threshold

Intuitive Ul, pre-built dashboards and rules —
analysts ramp up fast.

w Works Offline

Reliable on unstable or limited connectivity — no
cloud dependency.

4, Integrates Everywhere
all Connects to existing infrastructure: firewalls, Active
Directory, cloud APIs.

4/ wazuh.com/platform — Deployment options



https://wazuh.com/platform/overview/

GETTING STARTED WITH WAZUH

Deployed in Hours. Protecting You in Days.

No hardware costs, no vendor lock-in, no licensing fees — just open-source security that works

Install Wazuh Deploy Agents Monitor, Detect
Manager to Endpoints & Respond
v/ Download from wazuh.com — free v Lightweight agents: Windows, Linux, macOS v/ Real-time dashboard — no configuration needed
v/ Runs on Linux (Ubuntu, CentOS, RHEL) v/ Supports cloud VMs, containers, 10T devices v/ 2,000+ rules active from minute one
v/ OVA image available for quick VM deploy v Remote deployment via group policy or Ansible v/ Automated alerts: email, Slack, PagerDuty
v/ Docker & Kubernetes supported v Zero performance impact on endpoint v Active response: isolate, block, remediate
# Start today: wazuh.com/install & Documentation: documentation.wazuh.com & Community: wazuh.com/c

%/ wazuh.com/install — Official Install Guide %/ documentation.wazuh.com — Quickstart %/ wazuh.com/community — Support channels



https://wazuh.com/install/
https://documentation.wazuh.com/current/quickstart.html
https://wazuh.com/community/

SECTION 03

Real-World,
Scalable,
Cost-Efficient
Security with Wazuh

MISP - Total Alertes

Total Alertes MISP

MISP - Alerts by Severity Level

MISP - Alertes par Catégorie

@ Payload delivery

From 1 endpoint to 100,000+ — zero licensing cost,
maximum protection at every scale.
MITRE ATT&CK aligned - Out-of-the-box compliance - Proven in the fiei

MISP - Tableau des Alertes

timestamp agent.name

N Jan 24, 2026 @ 09:47:38.946 idiasoc

9926 @ 09:03:45.271 1idiasoc

>> wazuh.com/platform/overview,

Alert Level Evolution

Count

rule.level

14

267

Total Alerts

timestamp per 30 minutes

rule.description

MISP: Hash MD5 malveill
ant - d41d8cd98f06b204e
9800998ecf8427e - Event
: 886 - OSINT - Alert
(TA18-874A) Russian Gov
ernment Cyber Activity
Targeting Energy and 0t
her Critical Infrastruc
ture Sectors

MISP: Hash MD5 malveill

0
05
03
R

@0-50
@ 50- 100
@ 100-500
@ 500-1000

data.misp.indicator_type

md5

md5

ooo  MISP - Alertes par Agent

MISP - Detection Timeline

@ mdd

Alert Count

@ idiasoc

1-50 of 267

data.misp.indicator

<

d41d8cd98f@0b204e9800998ec

f8427e

d41d8cd98f@0b204e9800998ec

Time

3 456 )
data.misp.event_info

OSINT - Alert (TA18-
ussian Government Cyb
ivity Targeting Energ
Other Critical Infras
re Sectors

OSINT - Alert (TA18-€



https://www.interpol.int/en/News-and-Events/News/2024/INTERPOL-report-charts-top-cyberthreats-in-Africa
https://wazuh.com/platform/overview/

CASE STUDY 01 — GOVERNMENT / NATIONAL SOC

Republic of Moldova — ITCSS

fili National Cybersecurity

Building a national SOC on a public-sector budget — and
protecting democratic elections.

CHALLENGE

ITCSS needed full SOC capabilities — event management, vulnerability
management, compliance, active response and threat intelligence — while
processing over 5 TB of logs daily. Commercial tools were too costly and
restricted by data tiers.

SOLUTION

Wazuh delivered a centralized, real-time monitoring environment with seamless
integration into national infrastructure. Its open-source nature enabled unlimited
log ingestion at zero licensing cost, with built-in compliance and active response
modules.

"Wazuh gave us enterprise-level security capabilities with the flexibility
and scalability we could not afford elsewhere — it is a game-changer for
cybersecurity."

— Victor Tataru, Head of Government Cyber Security, Republic of Moldova

Wazuh Webinar | Open-Source Security for West Africa | Emmanuel Bama, IDIAWARE

KEY OUTCOMES

Full National SOC Deployed

End-to-end SOC protecting all government digital infrastructure — without commercial licensing
costs.

5 TB+ Daily Log Processing

Real-time correlation of massive log volumes across national systems — impossible with commercial
tools at this budget.

Election Security Secured

Wazuh defended Moldova's democratic elections against an unprecedented coordinated cyber
attack. Rated 5/5 by the team.

Source: wazuh.com/case-studies/

wazuh.com/case-studies/ | wazuh.com/uploads/2025/05/case-study-republic-of-moldova.pdf



CASE STUDY 02 — E-COMMERCE / CLOUD SECURITY

Groupon — AWS Cloud Security

4 Cloud Security & PCI-DSS Compliance

Protecting millions of transactions on AWS — with full
customisation and zero vendor lock-in.

CHALLENGE

Groupon needed to monitor and protect a very high volume of AWS data with
strong customisation, scalability, and real-time visibility. Commercial SIEMs were
prohibitively expensive and lacked the flexibility needed for rapid scaling.

SOLUTION

Wazuh became Groupon's SIEM and intrusion detection system of choice,
integrating with AWS, VirusTotal, ELK and other open source tools. It enabled
PCI-DSS compliance, improved security metrics, and scaled with the organisation
at minimal cost.

"Wazuh is the most comprehensive open source security solution — it
provides a wide range of capabilities and integrations with AWS,
VirusTotal, and more."

— Martin Petracca, IT Security Manager, Groupon

Wazuh Webinar | Open-Source Security for West Africa | Emmanuel Bama, IDIAWARE

KEY OUTCOMES

PCI-DSS Compliance Achieved

Wazuh became the IDS of record for Groupon's PCI DSS compliance programme across all AWS
environments.

Full AWS Visibility at Scale

Real-time monitoring of all AWS workloads with customisable alerting and seamless integration with
existing toolchain.

Cost Eliminated, Flexibility Gained

Not paying for a licence was not the biggest win — no vendor lock-in, source code available, and
unlimited customisation proved far more valuable.

Source: wazuh.com/case-studies/

wazuh.com/case-studies/ | wazuh.com/uploads/2022/05/case-study-groupon-aws-wazuh.pdf



CASE STUDY 03 — ENERGY / OT CYBERSECURITY

Enevo Cybersec — Energy Infrastructure

4 OT / Industrial Control Systems (ICS)

Securing hydropower plants, solar parks and electrical
substations with Wazuh as the SIEM backbone.

CHALLENGE

Enevo needed to correlate and consolidate security telemetry from diverse OT
sources — electrical substations, automation systems, renewable energy parks.
No existing solution matched the flexibility and proven track record required for
industrial environments.

SOLUTION

Wazuh agents collected telemetry from workstations, industrial applications and
Syslog sources across OT networks. The MITRE ATT&CK framework was used to
fortify detection configurations. Wazuh's engine powered Enevo's custom
subSIEM platform for energy sector clients.

"The solid experience on the fundamentals of a SIEM engine, and the
flexibility offered with the agents is what made us trust Wazuh as a
long-term strategic partner."

— Alexandru Suditu, Co-founder & General Manager, Enevo Cybersec

Wazuh Webinar | Open-Source Security for West Africa | Emmanuel Bama, IDIAWARE

KEY OUTCOMES

OT Security at Industrial Scale

Wazuh agents deployed across hydropower plants, PV parks, dispatch centres and substations —
unified in a single dashboard.

Custom Energy SIEM Built

Enevo developed subSIEM on top of Wazuh — a specialised platform providing situational
awareness for energy cyber incidents.

MITRE ATT&CK Integrated

Full MITRE framework integration hardened detection rules and improved incident response times
to their absolute minimum.

Source: wazuh.com/case-studies/

wazuh.com/case-studies/ | wazuh.com/uploads/2024/02/case-study-enevo.pdf



CASE STUDY 04 — SMART CITY / PUBLIC SECTOR

City of Los Angeles — ITA-ISOC

™8 Smart City / 40+ Departments

Unified cybersecurity across 40+ city departments —
from airports to neighbourhood services.

CHALLENGE

With 40+ departments each running separate infrastructure — including LAX, the
Port of LA and the Department of Power — the ITA-ISOC needed to unify log
collection, correlate threats and ensure a minimum security baseline across the
entire city.

SOLUTION

Wazuh Cloud enabled centralised log collection at scale, focusing on Windows
events. Custom rules were built for specific use cases — Google Password Sync,
Netscaler, Azure, GCP, BitLocker and SysMon. Wazuh Cloud complemented
existing EDR tools, detecting bypasses without endpoint-by-endpoint access.

"I personally love the flexibility of Wazuh because, as a Sysadmin, | can
think of any use case and know | will be able to use Wazuh to pull in the
logs and create the alerts | need."

— Joanne Scott, Primary Administrator, ITA Los Angeles

Wazuh Webinar | Open-Source Security for West Africa | Emmanuel Bama, IDIAWARE

KEY OUTCOMES

40+ Departments Unified

Custom detection rules deployed across all city departments in minutes — from the largest agencies
to the smallest neighbourhood offices.

Threats Detected in Hours

New emerging threats identified and responded to within hours — dramatically reducing mean time
to detection across the city.

Infinite Use Case Flexibility

Any log source, any use case — Wazuh's flexibility allowed the ITA-ISOC to adapt to every
department's unique security requirements.

Source: wazuh.com/case-studies/

wazuh.com/case-studies/ | wazuh.com/uploads/2024/07/case-study-ita-la.pdf



REAL-WORLD USE CASES — Source: INTERPOL | WEF | wazuh.com/our-customers/

Wazuh in Action - Sector by Sector

Each sector faces unique threats — Wazuh adapts to protect all of them with one unified platform

Banking & Finance Government & Public Sector Healthcare
Wazuh: Real-time fraud & BEC monitoring Wazuh: Centralised SIEM + NDPR compliance Wazuh: Patient data protection + vuln detection
- Real-time alerts on wire transfer anomalies - Monitors all civil-service endpoints centrally - File integrity monitoring on patient records
- NDPR / PCI DSS compliance dashboards - Detects insider threats & data exfiltration - Vulnerability detection on medical devices
- Detects credential stuffing & account takeover - Offline-capable for air-gapped government nets - HIPAA-equivalent compliance reporting
S7M+ BEC fraud targeted West African banks (INTERPOL 2024) 49% of public-sector orgs in Africa have no SIEM (WEF 2025) 208 GB stolen from Air Cote d'lvoire (INC Ransomware 2026)
Education & Universities Telecom & ISPs SMEs & Startups
Wazuh: Ransomware blocking + data protection Wazuh: DDoS & network threat detection Wazuh: Full security at $0 licence cost
- Protects student data & research repositories - Monitors network device logs via Syslog - Deploy in < 1 hour on a single Linux server
- Blocks ransomware with active response rules - Detects DDoS patterns — Ghana 4,753 incidents H1 2024 - Agent on all laptops, servers & cloud VMs
- Low-cost fit for NGO-funded institutions - Cloud workload protection for CDN infrastructure - Compliance reporting for investor due diligence
Universities are top ransomware targets in Africa (Kaspersky 2024) 13,622 DDoS incidents recorded in West Africa H1+H2 2024 (NETSCOUT) 67% of African SMEs have zero dedicated security budget (World Bank)

>> INTERPOL Africa Cyberthreat Assessment 2025 >> WEF Global Cybersecurity Outlook 2025 >> wazuh.com/our-customers/



https://www.interpol.int/en/News-and-Events/News/2024/INTERPOL-report-charts-top-cyberthreats-in-Africa
https://www.weforum.org/publications/global-cybersecurity-outlook-2025/
https://wazuh.com/our-customers/

Built-In Compliance. Mapped to Every Major Standard.

Out-of-the-box rules mapped against compliance frameworks and MITRE ATT&CK — no manual tagging, no extra cost, ready from day one.

] Regulatory Compliance MITRE ATT&CK Mapping
Out-of-the-box rulesets pre-mapped against 6 major frameworks. Every alert tagged Every Wazuh detection rule is tagged with MITRE ATT&CK Tactic and Technique IDs. 14
automatically — audit-ready from day one. tactics covered, hundreds of techniques mapped out of the box.
PCI DSS GDPR TA0001 Initial Access TA0002 Execution
Payment Card Industry EU General Data
Data Security Standard Protection Regulation TA0003 Persistence TA0004 Privilege Escalation
HIPAA NIST 800-53 TA0005 Defense Evasion TA0006 Credential Access
Health Insurance US Federal Security
Portability & Accountability & Privacy Controls TAO007 Discovery TAD008 Lateral Movement
TSC ISO 27001 * . _—
Trust Services Via CIS Baselines TA0009 Collection TA0010 Exfiltration
Criteria (SOC 2) & Custom Mapping
TA0011 Command & Control TA0040 Impact
How it works: Every Wazuh rule is pre-tagged with compliance IDs (e.g. pci_dss_10.2.4,
TA0042 Resource Development TA0043 Reconnaissance

gdpr_IV_35.7.d, hipaa_164.312.b). Alerts appear automatically in dedicated compliance
dashboards — no manual configuration required.

How it works: Each rule carries a MITRE ID (e.g. T1190, T1543.003). When an alert fires, the
dashboard shows the tactic, technique and mitigation steps — turning every alert into
actionable threat intelligence.

Source: documentation.wazuh.com/current/getting-started/use-cases/regulatory-compliance.html | documentation.wazuh.com/current/user-manual/ruleset/mitre.html | * ISO 27001 via CIS baselines & custom rule mapping
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SCALABILITY — Source: wazuh.com/platform/overview/ | documentation.wazuh.com

Scales With You - From Startup to National Infrastructure

Same platform, same rules, same dashboard — whether you protect 5 or 500,000 endpoints

SMALL ORG MEDIUM ORG LARGE ORG NATIONAL SCALE

1-50 50-500 500-5,000 5,000-100,000+
Endpoints Endpoints Endpoints Endpoints

+ Single-server deploy + Multi-agent setup + Clustered deployment + Multi-node Wazuh cluster
+1 Wazuh Manager + Wazuh cluster optional + HA manager + indexer + Distributed indexers

+ Runs on 8-core / 16GB RAM + Add indexer node + Integrate SIEM + SOAR + Cloud + hybrid workloads
+~S$0 infra cost + Cloud or on-premises + Full compliance dashboards + CSIRT & SOC integration

NGOs, SMEs, clinics, Banks, universities, National banks, telcos, Government CERTSs, ISPs,

small government offices regional ministries large enterprises national infrastructure

Licensing cost across ALL tiers: documentation.wazuh.com/installation-guide ->

>> wazuh.com/platform/overview/ >> documentation.wazuh.com/installation-guide >> wazuh.com/install/ — Quick Start



https://documentation.wazuh.com/current/installation-guide/index.html
https://wazuh.com/platform/overview/
https://documentation.wazuh.com/current/installation-guide/index.html
https://wazuh.com/install/

THE WAZUH OPPORTUNITY -- Source: wazuh.com | Gartner SIEM Guide 2024 wazuh.com/install/

Wazuh Gives You Security AND Budget Freedom.

No licensing fees. No per-agent costs. Every saved dollar becomes an investment in your organisation.

SO 100,000+

Licensing cost -- forever Endpoints on one cluster From zero to fully protected

Any org size. Unlimited agents. Scale without ever paying more. One command. Full SIEM running.

BUDGET YOU KEEP vs proprietary SIEM Hire & Train Local Analysts Protect 5x More Endpoints
Up to Fefties: it Fund 2 certified security analysts for 2 full Same cluster, S0 licence -- scale to every
years. device and VM.

what matters

S 1 M I Build in-house expertise No budget penalty for growth

Launch Your CSIRT / SOC Train Every Employee

over 3 years | 500-endpoint org

Phishing & BEC awareness -- your #1
human defence layer.

Stand up incident response with playbooks
and tooling.

Respond, not just detect Turn people into a firewall

Gartner SIEM Market Guide 2024

With Wazuh, security is not a budget problem -- it is a budget opportunity. Get started free >> wazuh.com/install

>> wazuh.com/platform/overview/ >> Gartner SIEM Market Guide 2024 >> wazuh.com/our-customers/



https://wazuh.com/install/
https://wazuh.com/install/
https://wazuh.com/platform/overview/
https://www.gartner.com/en/documents/4227699
https://wazuh.com/our-customers/

Open Source Doesn’t Mean You’re On Your Own.

Wazuh Professional Services gives organisations expert support for deployment, configuration and ongoing security operations

Deployment & Installation Security Configuration Compliance Readiness
End-to-end setup of Wazuh manager, agents and Custom detection rules, MITRE ATT&CK mapping and Map your environment to NDPR, PCI-DSS, HIPAA or ISO
dashboards — tailored to your environment. tuning for your threat landscape. 27001 with Wazuh built-in dashboards.

Custom rules & tuning Audit-ready in days

Advisory & Architecture Staff Training & Enablement Ongoing Managed Support
Security architecture guidance — on-premise, cloud or Hands-on training for your analysts and IT team to Dedicated support from Wazuh-certified engineers for
hybrid — matched to your scale and budget. operate Wazuh confidently and independently. incidents, updates and continuous improvement.

Strategic adviso Build in-house skills 24/7 expert support

Wazuh Professional Services — certified experts for every stage of your security journey. wazuh.com/professional-services/

Source: wazuh.com/professional-services/ | wazuh.com/wazuh-partners/ | Contact: sales@wazuh.com
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Questions & Discussion

We're here to help you secure
your organization with Wazuh.

Thank you for joining us!
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